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Bopbb6a ¢ Bo3paxeHUsAsMU: padboTa UM NacCCMBHOCTL?

He cenyvac. Cabotak 6e30MacHOCT! KOMMaHUn?
[loporo. Bbl nogrotoBunu aHanus pmckos n TO0O?
EpyHaa. Y Bac ecTb 3ameydaHus no T3?
Ewe noaymato. [Oe y Hac KaneHgapHbIN nnaH?
[TpoboBanu, He NOHPaBUNOCH. Balum 3ameyaHus B npotokone?
bonbLion opar. Ecnu Bbl KpanHU, KTO BaM NOMOXET?

He ceiyac '™
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Bbe3onacHocTb MHhopmauumu ndoro ousHeca

KoHdomnaeHunanbHOCTb — ... JOCTYI ...
LlennocTHOCTb — ...HECaHKUNOHNPOBAHHOM ...
[oCcTynHoOCTb — ...Nnpaea gocTyna...
HeoTkasyemMocTb — ... JeNCTBME UK cobbIThe ...
[logOTYETHOCTL — ...JEUCTBUMN ...
AYTEHTUYHOCTb — ... NOEHTUYHSI ...

KrntoyeBble 3fIeEMEHTbI KOHTPOn4
no0boro ceBorMcTBa 6€e30nacHoOCTU

B Ka)XOOW KaTeropuu:.

- NMpaBa pocTtyna
- Perncrpauusa pencrteumn
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CTpaTterusi 3aWjmuTbl: aKTUBHO WUJIU «O4E€TEKTUBHO»?
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<O Fire Eye
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Symantec.

----- PERIMETER SECURITY - - -

splunk >

I
CISCO.

SECURITY CONTROLS INSIDE THE NETWORK
————————————————————————————————— MONITORING =======mmmmmmmmmmmmmmm o meem e

PRIVILEGED ACCOUNT SECURITY
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OueBuAHbIE YNYLEHUS

b KomnpomeTauua npusmunaermnpoBaHHbIX Y3

Routers, Firewalls, Hypervisors,
Databases, Applications

Routers, Firewalls, Servers,
Databases, Applications

Laptops, Tablets,
Smartphones
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Henpunemnembin puck

BepoaTHOCTb ABYX HE3aBUCUMbIX COObITUI = [Tpon3BegeHne BEPOSATHOCTU COBbITUM

“..100% of breaches

involved stolen
credentials.”

" 528 billion spent on IT security! =1.0x09= 90%
4
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Over 90% of organizations breached!
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Security or Usability?

c
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All or nothing

Remove Discover/

Discover Remediate

rights monitor

Bce paspelueHo Bce 3anpelueHo

Operations | Bpewms u eHbau Bpewmsi u OeHbau

llpemeH3uu, agparibl,

Securit Y bl U UHUUOEHMbI
y 2pO3bl U UHYLOE cabomax

c
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Bpemsi npuLno... Kak NOCTPOUTb pPaboTy NoO NPOEKTY

= AHanus ysa3sumocTen. OnncaHsl NpuBMNernpoBaHHbIE
aKKayHTbl, CBSI3@aHHbIE C HUMW PUCKU N 3NEMEHTHI
KOHTpONA?

= TecT Ha NPOHUKHOBEHME. Kak 4orro npmBmunerMpoBaHHbIe
aKKayHTbl OCTaHyTCHA HEOOCTYMNHbI KBAaNnUpuunpoBaHHOMY
noopsgvnky?

= OueHKa 1 aHanu3 cpeacTB 3aluTbl. M3yuynnu nyyime
NPaKTUKN 3aLLNTbl NPUBUNENMPOBaAHHbBIX akKkayHTOB?

= TpeboBaHMA cCOOTBETCTBUSA. [TpUMEHUMBI MU K BaMm
peKkoMeHgaunu U ctaHaapTbl, UMetowmne TpedoBaHUs o
3almTe npuBUNErMpoBaHHble akkayHTOB?

= TectnposaHue (Proof-of-Concept). YTBepaunu

TpeboBaHMA N NPOBENN NUNOT? e
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Bpema = geHbru

CREDENTIAL THEFT VULNERABILITY VULNERABILITY STATUS

PASS-THE-HASH: ACTIVE THREATS

97 Privileged account hashes found on 347 machines

PASS-THE-HASH: VULNERABLE MACHINES

PASS-THE-HASH: INACTIVE THREATS

277 Privileged account hashes previously existed on 481 machines
[Last 20 days)

PASS-THE-HASH:

MITIGATED WITH PRIVILEGED ACCOUNT SECURITY

Frivileged ficcounts Security can frequently changs Privileged account
passwords, turning hashes from Active to Inactive. The data below simulates the
use of one-time passwords on all Privileasd acoounts.

Before: 97 Privileged account hashes on 347 machines

After: 12 Privileged account hashes on 3 machines

Non-Vulnerable machines 614
Total Windows machines 1,567

PASS-THE-HASH: ORGANIZATIONAL VULNERABILITY MAP
See a map of all vulnerable machines and machines causing
wulnerabilities found in your organization

OPEN PTH MAP
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O6s3aTenbHbIe cOCTaBnsilOLWMe ycnexa
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YnpaBneHue U3onsauma n MOHUTOPUHr
YYeTHbIMUN AaHHbIMU KOHTPOJb Ceccumn aKTUBHOCTMU

[Maponun, SSH kntoun,  bnokmpoBka onacHoro [ToCTOAHHLIN
doaunnbl Koga N KOHTPOIb aBTOMaTUYECKUN
gocTtyna aHanus

ABTOHOMHBbIN aHaAMN3aTOP

3almuieHHoe XpaHnaunue [MpPOTOKONOHE3aBNCUMOCTb

OtcyTcTBue areHToB/KaneHToB| MNnatpopmoHE3aBUCUMOCTb
B3anmHana ayTeHTUdUKaUmS BbicOKaa AOCTYNHOCTb

NUHTerpaumna c SIEM
HezaBucumbli ayant

c

11 CYBERARK’




O komnaHum CyberArk

[loBepeHHbIN IKCcnepT

+ 2,500+ privileged account security customers
* 17 n3 20 mmpoBbIx 6aHKOB
» 40+ knueHTOB 3a 4 roga B Poccun

[[apaHTUA pewieHUs npoodnemsli

» O6GcnegoBaHue, aHann3, pekoMeHgaunn
» [lemoHCTpauus, TeCTupoBaHue, MHTerpaums
* YpoBnetBopseT oxunaaHnam 97% 3akaszymkoB

17 neT HHOBaLUUN

* [epebint VAULT, nepebin MOHUTOPWHT, nepeas
AHAJTIMTUKA

* bonee 100 nHxeHepoB-pa3paboTYMKOB, MHOXECTBO
naTeHToB

Jlyywee peweHue

«  OfHO peLleHmne, NCKMYUTENBHO CPOKYCUPOBaAHHOE Ha 2011 2012 2013 2014
3alLmMTe NPVBUMErYPOBaHHbIX akKayHTOB

» Enterprise-proven e
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PekoMmeHaAyeM O3HAaKOMUTLCH

IDC MarketScape: Worldwide Privileged Access Management
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