Security Intelligence.
Think Integrated.

be3onacHOCTb nNnaTteXXHbIX CEPBUCOB C
MOMEHTAa 3apoXXaeHna naeu

AHTOH MeH4yuny,
IBM Security
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LLEﬂeBbIe aTaKM CTAaHOBATCA BCE nonynapHee m nonynapHee
Operational Near Daily Leaks Relentless Use
Sophistication of Sensitive Data of Multiple Methods
o 40% increase 500,000,000+ records
IBM X-Force® declared in reported data were leaked, while the future
Y ear of the breaches and incidents shows no sign of change
Security Breach
e ® e @ =‘ @ &
c2 .-. '.. % .. 3 '..ﬂ '..'. ® .." ® ."{.‘. i
» .
TR T b A S OB TRY o TR
@ ) ® ®
3% ¢ Dretg e '.. & 232960 ®. 0. geioe @
7 *9 8% ... ™ . - * & @
[ * b ) . e LY &

.' P ® - ® s @ 5 — s @ X ) 3 ®
¥ -.,. - - .‘ .... @

2011 2012 2013

Attack types . . . . - . .
SQL injection Spear phishing DDoS Third-party Physical access Malware XSS Watering hole Undisclosed
software

Note: Size of circle estimates relative impact of incident in terms of cost to business.
© 2015 IBM Corporation
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HoBble U CTapble METOAbl aTakK

Sampling of 2014 security incidents by attack type, time and impact

conjecture of relative breach impact is based on publicly dizclosed information regarding leaked records and financial losses

April August ember MNovember December

o s

o
o

Aftack typss 55 Heartbleed Physical Brute force  Misconfig. Watering hole  Phishing saLi DDoS Malware  Undisclosed
access

Sire of circle astimates relative impact of incident in tarmas of cost to businass.

Heartbleed 0.8%
XSS 0.8% . Consumer products

Brute force 1.9%
Misconfig. 3.4%

Education
1.1% . Energy and utilities
Financial markets

Watering hole Physical access
4.2% .

Government

A 6.9% Healthcare

Malhwara Undisclosed G 4.2% Telecommunications
_ 5.7% Travel and transportation

. 0.4% Wholesale distribution and services

.1.1% Insurance

- 5.7% Media and entertainment
DDos - 2. 3% Mon-profit

G 13.0% Retail
4
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Vulnerability disclosures by category

as percentage of total disclosures in 2014

Disclosures from
top 10 enterprise
vendors

Other categories
of disclosures

Disclosures
related to
CERT/CC
VU#582497

Figure 6. Vulnerability disclosures by categor) | as percentage of
total disclosures in 2014

YazsumocTtu ana nnardopmbl Android
15% wn3 Bcex ya3aBuMocTen, Nyo6sIM4HO

onyonunkoBaHHbIX 3a 2014 roa
.

SOLi
8,4% wn3 Bcex aTak 3a npoweawmun 2014 ropn

j.

Source: IBM X-Force 2015 Q1 Trend and Risk Report © 2015 IBM Corporation
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Yazsumoctu B [10 — He ymMeHbLUaoLWnnes TpaHa. [axe ecnun cunutaTb TOMbKO
onyonMKkoBaHHbIE

1996 through 2014

2014
This includes the approximately 9.2k vulnerabilities with an

2013 CHNSEED

X-Force ID (XFID). The addition of the CERT/CC disclosure
2012 GENEZEES of Android vulnerabilities makes the total significantly higher.
2011 G2
2010 NSNS

From 1996 through 2006, annual vulnerability disclosures
grew quickly and steadily, from less than 100 to almost 7,000.
Since then, the rate of change was lower, until the CERT/CC
disclosure appeared in 2014.

2000 (NGRS
60% 9%
o VS. o
2008 NS
average annual average annual
growth rate from growth rate from
2007 GG 1996 through 2006 2006 through 2014
(befqre CERT/CC
2006 CEEEEENGED i

Figure 5. Vulnerability disclosures growth by year, 1996 through 2014
5 © 2015 IBM Corporation

Source: IBM X-Force® Research and Development



UTto nenartb?

KoHuenuunsa Application Security -

«Bbe3onacHoOCTb B npoLecce paspaboTkny»

© 2015 IBM Corporation
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EanHCTBEHHDBIM cnocob nobeanTb B roHKe — agantaumna nogxoda Secure by
Design npv NnpoOeKTUPOBAHMU N Pa3PabOTKe NPUNOKEHUN

=" 3dPeKTMBHOE B3aUMOAENCTBME MEK a3paboTymKkamm
d)d) a AY Pasp OnepaTuBHbIN be3onacHble YMmeHbLUeHue

1 besonacHnkamm BbIMYCK HOBbIX ~ MHHOBaLMK 3aTpar
= BnamMmocCTb 419 PyKOBOACTBA CepBMCOB

CODING BUILD SECURITY PRODUCTION

Ty ®. :a ”»e ""@ =

Challenge to Share Test Results and Enable Self-Testing in the SDLC

L <« < < <

O6HapyKeHue 1 ycTpaHeHUe yAa3BUMOCTEN KaK MOXKHO paHblue B npouecce pa3pabotku NO

= Yyét TpebosaHmin no Ub B npouecc pa3paboTku
NPUAOKEHUN

= Ob6paboTka yazsmmocten Nb oo nepBoaa cUCTEM B
NPOAYKTUBHYIO 3KCMyaTaLUMIo

5
N

© 2015 IBM Corporation
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Moaxon Secure by Design Kak cpeacTtBo SKOHOMUM!

* %k

ucnpasneHue owubok e NNO*

o coone Y oo Y or ] secuwmy ] rroovenon |

@ G-

Challenge to Share Test Results and Enable Self-Testing in the SDLC

a o)
Y 4= 4= 4= 4=

HaliaeHa Bo Bpems HanaeHa Bo Bpems HanpeHa Bo Bpems o
pa3paboTKu cbopkm TecTUpOBaHMA HangeHa npu
$80/ownbka $240/owwnbka 3KcnayaTauum
S960/owmnbKa
$7,600 / owmnbKa

8 " . . . © 2015 IBM Corporation
UcTouHumk: National Institute of Standards and Technology ** YUcTouHuK: Ponemon Institute 2009-10
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1.000.000x [NononHUTEenbHbIe
YaspumocTtb b pacxoabl:

= YBeJOMJIEHUNE KITNEHTOB

= lTpadosl

= PNHaAHCOBbIE
obsizaTenbCcTBa

= Penytauus

= | leHa OpeHaa

10x PyHKUMOHaNbHas = CTomMmocCTb

Iy oLnoka BOCCTaHOBIEHUSA

Obwass cmoumocmb 011 KOMnaHuu

>
Pa3paboTka TecTnpoBaHue BHeapeHune

© 2015 IBM Corporation
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Kak cpeacTBo obecrevyeHus nogxoaa «be3onacHoOCTb B
npotiecce pa3paboTkm»

-
e

© 2015 IBM Corporation
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Knto4yeBble MOMEHTbLI B 6€30NacHOCTU NPUIOXKEHUN

Cxopocmb HexpaTka
paspabomxu — pecypcos n

KPUTUYECKH 3HAHUU B
Ba)KHA. obnactu Ub.
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dpenmBopk IBM B obnactn 6e30nacHOCTU MpUoXeHun

OnpepgeneHue
MHBeHTapusaums OnpegeneHne MpuopeTnsaums N3mepeHue ctatyca u YPOBHS
pecypcoB BNMUSHNA Ha GU3HeC yA3BUMOCTEN nporpecca COOTBETCTBUSA

TecTupoBaHue MoHuTOpUHr 1 3awumTa
lpunoxeHusi 8 paspabomke Pa3gépHymabie rnpunoxeHus

AHanus
OvHamunueck | Ctatnyecku | WUHTepaktme || MmobunbHOro
nn aHanus “ aHanus HbIA aHanu3 no

MpepoTBpa
LeHue BTOp
XeHunsa

AgppekmusHoe ucnosib3osaHue pecypcoe Osisi onpedesieHUsi u
npedomepauw,eHusi pucka

12 © 2015 IBM Corporation
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TexHonormu TectnposBaHua MO Ha 6e3onacHOCTb

CTaTuuecKui aHanus Koga = «6enbliit
ALWMUKY

- CMOTPMM Ha UCXO4HbIN Koa, anA
HaxoXaeHua yassmumocten Nb

88 viecome Poge | ) meCoscismsesTests | G imeCosaaseciasoss] @iracesborderciames | G imecssrantciasies
‘

20 | begin
if FroncStyle <> Value thenm
begin

OunHammnueckuii aHanns = KYEPHbLIN
AWMK»

- NMocbinaem TecTbl B paboTatolee
NPUNOXKEHNE

You've been waiting
for a break like this

13 © 2015 IBM Corporation
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LleHTp KkoMnneKkcHoro pelweHnsa AppScan

-



L
~ &)
% IBM Security Systems

LleHTp peweHna — AppScan Enterprise Server

4k Q@ =R

OnpepeneHue
MHBeHTOpU3aLusA OnpepeneHue MpuopeTnsauus MN3mepeHue ctatyca n YPOBHS
pecypcoB BIUSAHNA Ha 6U3HeC yA3BUMOCTEN nporpecca COOTBETCTBUSA

AppScan Enterprise Server
. CospanTte cnmcok Bcero caMonmcHoro n 3akasHoro MO
. [NpropeTtusnpymnte NpuUnoXeHmst No BANAHUIO Ha BU3HEC
. [NpropeTtusnpymnte ya3smmocTu B KOHTeKcTe 1O 1 cTeneHn puckos
. lNonyuute cratyc 6e3onacHocTn MO 1N gUHAMUKN U3MEHEHUI
. [lNonyuunte 6onee 40 roToBbIX OTYETOB MO COOTBETCTBUIO Pa3fNYHbLIM CTaHA4apTam

15 © 2015 IBM Corporation
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OTBeT Ha BoNpocC -

Applications

IBM Security AppScan Enterprise

1005 Applications

Security Risk Rating

number of applications

407 - Low—_
.

_~T8 - Unknown

83 - Critical

d
256 - Medium—"
™

183 - High

Scans Administration

Security Risk Rating by Business Unit

number of applications

Commercial
Transportation

International Sales

B critical
B Hign

Division Medium
Software - Low
|
Consumer Produ.
Unknown

Wireless Services

Automotive
Products

Electronics

200

Testing Status

number of applications

08 - Not Started /

Summary —

/ 197 - In Progress

IBM Gecurity AppScan Enterprise Appilications

Applications = Altoro 1.0

IS5 0SS by Severity

High Saverity 155485

ALMIK

Totallszucs 9

125
W [Pm————
75 7
25
nh Madh ow - CramSis Scriping- 4
Miibuses, | Sans | e Acoks Confral
¥ Ede Arrutes (2
Ut Craatad: Wiadnasday Lscembar 41, 1964 FULDU EM Dereelpment Cantact: Rachal Hunzycut
-~
Liss Upsbid Frichy Jsrany 31, 2014 549 32 Pl Tags: mareal pan tesdng reqared, SAST zomplctd
WhE
v

IBM Security AppScan Enterprise

Applications

Add Filter

Name

AuthenticationMaster S50 1.05
ghost

JavaBB

joomla

Altoro 1.0

Altoro 2.0

ipt

Phpnuke

Vanilla
<

Total: 13 Selected: 1

Type

Web

Web

Web

Mobile

Mobile

Web

Web

Web

Web

IBM Security AppScan Enterprise

“Kakos cTaTyc 6e3onacHOCTU BCeX NMPUNOKEHNIN?”

Applications Scans

1005 Applications

Issue Severity (Max) by Business Unit

number of applications

Automolive I Hion
rrowcs [N
. Medium
Commercial

Transportation
Electronics

International Sales

Division

Software -
Consumer Produ.

Wireless Services

Administration

Summary

Top Issue Types

number of issues

895 - Others

.
\

136 - #t
™,

219 - Blind SQL Injection—. \

. 617 - Cross-Site Scripting

- CrossSiteScripting—"

Applications

Business Impact

Critical

Critical

Critical

Critical

High

Medium

Medium

Medium

WMedium

Sc ans

Total Appiications

13

- & X E- @
Tested Business Unit Business Owner
No Commercial Transportation Elias Kyger A
Yes Commercial Transportation Elias Kyger
Mo Commercial Transportation Elias Kyger
Yes Commercial Transportation Elias Kyger
No Internatienal Sales Division Delmer Mooring
No Software - Consumer Products Delmer Mooring
No Wireless Services Elias Kyger
No Software - Consumer Products Delmer Mooring
No Software - Consumer Products Delmer Mooring v
2 © 2015 IBM Corporation
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AppScan Enterprise

Dashboard

All Business Units

Security Risk Rating What's this 7

Crifical

[4

[=]
(=]

Number of Applications

Apr

May

High

Security Risk Rating

Jun

12

v

Jul

Aug
2013

Sep

HoBbIn
AW3auH
Aewobopgos

Oct

Unknzwn
| __ ¢

Mov

134 Total App

Dec

Medium H

Jan

Feb

HoBble MeTpukun

e Security Risk

» Security Risk by Business Unit
» Testing Status

* Open Issues

* Applications with Open Issues
* Top Issue Types

Mar May Jul Sep
Apr Jun Aug Oct

2014

Mov

Dec

Jan

Feb
2015

AkcnopTt
OaHHbIX

« MS Excel

 REST API

[P

Il & Critical
7 Critical I ®High
2t aat ™ Medium
26 Medium . Low
46 Low
™ Unknown

43 Unknown

Mpadumkn

TpaHOoOB

© 2015 IBM Corporation
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AppScan Enterprise 9.0.2 — aBTOMaTU4Y€CKNIM MOKa3 HOBbIX YA3BUMOCTEN

IBM APPSCAN ENTERPRISE MONITOR

Dashboard Dingsaoit Physfax 1.0 *

Dingsaoit Physfax 1.0 @®

Commercial Transportation View details Issue
Business Impact Critical Impact RISK RATING High (37)
Testing Status Completed

Development Contact  Cristina Sanmiguel 2 0 11460

Tester Bree Beaudry

Search forja path, file, or issue type

Status = New

+ Add filters

18

Status

New

New

New

New

New

MNew

MNew

New

CVSS Issue Type Location

10 Authentication. Credentials. Unprotecte  Assets plist

10 Authenticatier: enfials.Unprotecte Assets.plist (32)
,.---’""-".-

10 Authentication.Credentials.Unprotecte Assets.plist (43)

10 Authentication.Credentials.Unprotecte  Assats plist (17)

10 BufferOverflow FormatString SCOLInjectionExerciseC
10 BufferOverflow FormatString SQLInjectionExercisel
10 BufferOverflow FormatString Assetm (46)

10 BufferOverfiow FormatSiring SBJsonParser.m (348)

@ Severity 47 items Open  InProgress  Fixed  Noise  Passed  New

__________

fi

O

]

© 2015 IBM Corporation



DAST

PeweHna no gMHaMN4YeCKOMY aHarnmay
AppScan Standard

AppScan Enterprise Dynamic Analysis Scanner

© 2015 IBM Corporation
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20

PeweHune AppScan — luHamnyeckumn aHanums

TecTnpoBaHue
lNpunoxeHusi 8 paspabomke

AHanus
OunHamunyeck | Ctatnyecku UHTepakTMB | MOOUNbLHOro
nnM aHanus M aHanu3 HbIW aHanu3 no

AppScan Standard
. ABTOMaTM3NPOBaHHbLIN MHCTPYMEHTApPUN ONS TeCTUPOBaHWE Ha NPOHNUKHOBEHWE
. bbICcTpoe KoOHUrypnpoBaHme gMHaMUYECKUX TECTOB
. [MbkoCTb MHCTPYMEHTapUS
. TecTtupoBaHue Beb cepBUCOB

AppScan Enterprise Dynamic Analysis Scanner
. MacwrTtabHble guHamMmnyeckne TeCTUpoBaHUS
. HasHadeHune nonuTuk TecTnpoBaHus N WabIOHOB HA KOHKPETHbLIX COTPYAHUKOB
. TecTupoBaHue No pacnvcaHuio, LeHTpann3oBaHHOE yrpasrieHne CKaHNPOBaHNAMM

© 2015 IBM Corporation
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AppScan Standard — lMpocTon Ana NOHMMAHUA MHCTPYMEHT

O demo.testfire.net.scan - IBM Rational App

File Edit View 5Scan Tools Help

= g - LepeBo
. 0 W PP E O . ¢ NPUNOXKEHUA

Scan Pause  Manual Explore  Scan Configuration  Report Find Scanlog PowerTools Analyze JavaScrig

Url Based | Content Based Amanged By: Severity Descending

oty Aomication| 100 Msues (1473 variants) for "M
I,..\'g httpy//demo.testfirenet/ (109) 7 :
/13

-] comment.aspx (5)
default.aspx (1) b
disclaimer.htm (2)
feedback.aspx (1)
high_yield_inve:
search.aspx (2]

»

Pesynerathl
CKaHMpoBaHuA

http://demao.testfire.net/bank/apply.aspx (1)

O amCreditOffer (Cookie)

& @ hitp://demo.testfire.net/bank/customize.aspx (2)
& (@ hitp://demo.testfire.net/bank/login.aspx (1)

- [3 http://demo.testfire.net/bank/transfer.aspx
1[4 http://demo.testfire.net/commen

SEMVETEITONaspx
subscribe.aspx (7 5 @ http://demo.testfire.n Th.aspx (1)
px (7)
ire.net/subscribe.aspx (1)

subscribe.swf & [ hitp://demo.t
survey_questions.aspx .+ [l Database Error Pattern Found [15)
1»-C3) admin (7) 4 [y DOM Based Cross-Site Scripting (2)
|'>.E:| altoro Fl @ http://demo.testfire.net/disclaimer.htm (2) CTaTyc ne'ranh“oe
459 bank (80) 9 url onucaHue
/(3) @ disclaimer.htm
3 @ Inadequate Account Lockout (1)
oy}

BuiGop Buaa

m

..... account.aspx (6)

account.aspx.cs .- [ Permanent Cookie Contains Sensitive Session Information
apply.aspx (4) || [ Predictable Login Credentials (1)

;::E’;Sapstx:rs . 4 Previous Next | | Severity = @ High | State v){

--|#] bank.master.cs @ 1ssue Infomation | © Advisory I + Fix RecommegdStion | »* Requ&dfﬂaapcnsﬂ

customize.aspx (7)
customize.aspr.cs

login.aspx (18]

+
iii
4

© High

m

login.aspx.cs CVSS Metrics Scoring (7.5)
----- logout.aspx (1)
logout.aspx.cs # URL: D /idemo testfire.net/bank/apply.aspx Base =
_____ [ main.aspx 2 =+ Entity: amCreditOffer Temporal C——
w Dashboard 144 »ri ity Risk: Itis possible to steal or manipulate customer session and cookies, which might be usedto Environmental "

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as thatuser

Total number of issues: 109
Rendered Test Response Mew window C'raTyc
Glass box

f_\__l_t_oroMutuaI >
N

- 74653
m MY ACCOUNT | PERSONAL ESS | INSIDE ALTORO MUTUAL i

7
Glass box scanni

Sign Off | Contact Us | Feedback | Searl:hl G°|

e

‘| Completed Tests 24002/24002

© 2015 IBM Corporation
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Hosoe B AppScan Standard — MHCTpyMeHTe Ansd neHrtectepa

NMpoBepka BBeAEHHbIX AaHHbIX “Ha neTty”

22

€)) Starting URL

Start the scan fram this URL:
https: A demo. testfine. net

@ Connected to server

¥)) Starting URL
Start the scan fram this URL:

hitp: £ fredf
@ &) Check that URL iz valid and accessible

€ starting URL
Start the scan from thiz LRL:

hitp: £ fred
@ & Verify proxy settings

¥)) Starting URL
Start the zcan from this URL:
https: /¢ portugal/certificatedzert. html

@ &) Confiqure client-side certificate

0 Altara Mutual: Online Banking Login-AppScan Browser

8

tatus: @ Reco

NMepepaboTaHHbLIN MHCTPYMEHT 3aNUCKU cLeHapueB

[E=5(EO8

rding...

Log in to your site  whw

7 @ ﬂ g https/fdema.testfirenet/bank/loginaspx

o

Q[t_f)JoMutual > L=l

sign In | Contact Us | Feedback | Search

Download ﬂ
AppScan
Trial ian

GV

m ONLINE BANKING

LOGIN

PERSONAL

SMALL BUSTNESS INSIDE ALTORO MUTUAL

PERSOMAL

s Deposit Product
s Chacking
# Loan Producks

SMALL BUSIMESS -

Dane

Online Banking Login

To

avoid S5L certificate eror messages: Add AppScan S5L Certificate

» Show/Hide recorded requests and actions

Help

1 am logged in to the site | | Cancel

v
v

[NpoLlie ang noHNMaHus

[NoacTtaHoBKka SSL
Leno4vek gosepus

B0o3MOXHOCTb Nokasa
3anpocoB HTTP u
aencteumn bpaysepa

[MpoBepka cueHapus
NOrnHa Ha nety

Jlydwee
pacno3HaBaHue
L1abnoHoB AENCTBUN U
npeaocTaBrieHme
NoaCcKa3okK No xoay
paboThbl

© 2015 IBM Corporation
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Hosoe B AppScan Enterprise DA Scanner — MHCTPYMEHT Ansi pa3paboTynkoB

Welcome to AppScan Dynamic Analysis Client
Lse this tool to create and edit AppScan Enterprise jobs.

Sign in to the ASE server

HobBobtli uHmepdoelic OAs |t ommesmasscio -

Version 9.0.2 BetaRelease
User ID:  ase-dailyasedemo

Licensed Materials - Property of IBM. 5724-T59 @ Copyright IBM Corporation and its licensors 2000, 2015. All Rights
Reserved.U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by G5A ADP Schedule
1BM Corp. Watchfire, AppScan and the Flame logo are trademarks of IBM Corporation in the United Password: ==
A

countries, or both. A current list of IBM trademarks is available at
m,com/legal/copytrade,shiml, Microsoft, Windows, Windows NT, and the Windows logo are
Microsoft Corporation in the United States, other countries, or both. Other company product or Remember me

c Ka H up 0 a H u u service names may be trademarks or service marks of others.

Build: 1528 —

v" OcHOBaH Ha NPOBEPEHHbIX =

Start @) Login Method

(NMpocCTbIX N YOOOHbIX) s

Manual Explore
TexHonorusix AppScan Standard. i s
Job Properties
ADDII'IOIDI.:L
Environment Definition
Exdude Paths and Files
Explore Options

v BKNKOYaeT HaCTPOWKUN U

Automatic Form Fil

KO H ¢ VI rypa L'| I/I VI pa H ee z:\t:]’;:eg:;peramns ']l’ Using action-based login

Test Options

HegdocTynHble anda DA Scanner.

Malware
Advanced Configuration Open Details tab for session configuration.

Log in to the application using a recorded login ssquence

©) ) Advanced Login Settings

v He TpebyeT nepeyumnBatbCcs npu
nepexoge ot AppScan Standard.

@) Logout Page Detection

Pages matching the following regular expression are logout pages:

Fre—p— )

Heb <Back | [ MNed> ][ Bt ]

23 © 2015 IBM Corporation
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A TakKe Lenbin psia HOBbIX TEXHOMOMMI JUHAMUYECKOro TECTUPOBAHNSA B 060MX NpoayKTax

v MongoDB NoSQL Injection (HoBasi BO3MOXHOCTb, Ha
TEKYLMA MOMEHT YHUKalbHas Ha PbIHKE)

v" Shellshock

v POODLE

v" FREAK

v' Deprecated SSL Version

v" Link to Non-Existing Domain
v' System Call Code Injection

v’ XML External Entity

24 © 2015 IBM Corporation
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PelleHns no ctatuyeckomy aHanmay

AppScan Source

© 2015 IBM Corporation
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PeweHne AppScan — Ctatnyeckumn AHanus

TecTupoBaHue
[punoxeHusi 8 paspabomke

AHanus
OnHamuyeck | Ctatnyecku | MHtepaktMB || MOGUNbLHOro
MM aHanus M aHanus3 HbIA aHanus3 no

AppScan Source

. Hanbonee adppekTnBHOE C TOUKN 3pEHUS CTOUMOCTU peLlueHne no nesonacHoctn 10

. BHegpeHune 6e30nacHOCTM Ha caMbIX paHHMX CTagusax uukna paspaboTtku N0, ¢
NHTErpaunen B CyLLECTBYOLMN MHCTPYMEHTapPUN pa3paboTku

. Jlydwmne npaktnkm 6€30nacHOCTU C UCMONb30BaHNEM LIEHTPANN30BAHHOIO yrpaBieHUs
N NONUTUK BesonacHOCTU

. OTYETHOCTbL, COOTBETCTBME U ayaUT — MNO3BONSAOT HaNaanTb Ananor Mexay rpynrown
paspaboTtkun u rpynnoun Vb, n nogHate ctatyc b Ha ypoBEHb MEHEOXKMEHTA

26 © 2015 IBM Corporation
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KomnoHeHTbl IBM Security AppScan Source

OT1yértbl anAa

KOHCOMb aHaNUTUKA , .
; === | pyKOBOAMUTens
B s - e
B || ||

JHTepnpaus3
B-E cepBep

 Ducoaa
\ Totals 1078 55 _ /

MnarnHbl K IDE 55 o ea =) ABTOMATU3ALLUA

/

27 27 © 2015 IBM Corporation
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28

«13 KopoOKM»

= Java

= JSP

= C

n C++

= NET
— C#

— VB.NET

— ASP.NET
= Classic ASP
(VB6)

* PHP
* HTML

Perl
ColdFusion
JavasScript
VBScript
COBOL
PL/SQL
T-SQL
SAP ABAP
Mobile

. Android
. Objective-C
. Worklight

Pacwunpaemas

AHanna perynsapHbIx
BblIpaXKeHnm

» OnpeaeneHne cob6CTBEHHbIX NpaBun

* [cnonb3oBaHue perynspHbIx

BblpaXXeHN

= AccounmnpoBaHue npasun c nobbiM

S13bIKOM NMPOrpamMMMpOBaHMS

|-'\. ) Edit Scan Rule
Name:
Description The open_basedir directive has béen set to an inseécure vaue
Creria: (7<1;]Jopen_basedris* =\s* (I L WHOAWIG0) | [ada. |
File: php.ni
Severity: Medium
Clssfication: | Typel
Type: AccessControl Bypass
Criteria Syntax:  perd
Regum: &) A pattern matches ()} Each file in which no matches are found
Case-Senstive [
Mult-Line
oK | cancel
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YBennyeHue npoueHTa HanaeHHbIX YA3BUMMOCTEN C MOMOLLBK NOJIHOIO CNEKTPa TEXHO/I0MUM

TeCTUpoBaHWA
Dynamic Analysis .

Analyze Live Web Application
Use during testing
Uses HTTP tampering

~@

Hybrid Analysis

Static Analysis |
- Analyze Source‘(NA
- Use during development

- Uses Taint Analysis /
Pattern Matching

- Correlate Dynamic and Static
results

- Assists remediation by
identification of line of code

M o

Run-Time Analysis Client-Side Analysis v

- Combines Dynamic Analysis with - Analyze downloaded Javascript

run-time agent code which runs in client

- More results, better accuracy - - Unique in the industry
ew!

New!
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rM6pMﬂ,Hblﬁ dHaA/IN3 — aBTOMATNUHECKAA KOPpPpeENnAUUNA pesyabratoB CTaTU4eCKOro 1 AHamMmm4eCKoro

dHa/1IN308B
= Koppenauua noaxonos «6enoro» n «<4EPHOro» ALMKOB

— bonee To4HbIE pe3ynbraTtbl, TO €CTb Mbl nNogTBepXaaem BarimaHOCTb HaMOEHHbIX CTaTUYECKUM
aHalrm3om yF|3BVIMOCTel7I C nNnoMouwbo JUHAMMNYECKOIo aHarnmaa

— MNomouwb B npunopetnsaunm HaNOEHHbIX yFI3BMMOCTeVI OndA 3aKpbITKXA, TO €CTb Mbl NoJfty4aem
noarteepXXaeHmne pearibHOCTHU npo6r|eM M MeToda uUx SKcrsiyataumm

Common ASE Service Account | Help | Support | About | Log Out

. AppScan. Enterprise Edition

Training Jobs & Reports | Administration

Jobs & Reports = Default Folder = Altoro Assessment

[Folders (7] | [Altoro Assessment = @ |

Last Run
Altoro - dynamic analysis assessment Edit 1 Starting URL 8 - t | Log Out
(0 Users AppScan. Enterprise Edition 5
Altoro - static analysis assessment  Edit  AppScan Source Edition Results Import 8 stration
Altoro - SECUl'itY assessments Edlt 3 REPO”E a8 Jobs &Reports > Default Folder > Altoro Assessment > Altoro - security assessments > Correlated Security Issues

| correlated security Tssues

Last Updated: 3/3/2010 10:28: 18 PM

Group  Search  Layout
(@) There are 31 issues located on 2 URLs. These issues are carrelated with 25 static analysic issues located in 38
| Allitems
Items 1-25 of 31 Gotopage: | 1]of2 1
e BEDD
] ‘ . |I)m-_‘]'stll ‘rss-th ‘ . ‘Stalx:[_‘mli APT ||.-= ‘
o & 12 http:/frevelation/acmehackme Application Debug Mode ... & 174 Ci\WebTest\Default.aspx.cs System.Web.U... 25
o & 7 http: frevelation/acmeaeff .. uid Cacheable 55LPageFound @ 271 C:\WebTest\Default.aspx.cs System.Web.U... 25
O @ o http:/frevelation/acmehackme/ban... uid Code Injection 2 34 C:\WebTest\Default.aspx.cs System.Web.U... 25 Fl
O 9 http:/revelation/acmehackme ban... uid Cross-Site Scripting Q2 20 C:\WebTest\Default.aspx.cs System.Web.U... 25
(] Q@ 27 http:/frevelation/acmehackme ban... uid Denial-of-Service 9 50 Ci\WehTest\Default.aspx.cs System.Web.U... 25
(] G 2 http:/frevelation/acmehackme ban... uid Direct Access to Adminis... & 41 Ci\WehTest\Default.aspx.cs System.Web.U... 25
B (] Q@ . http:/frevelation/acmehackme ban... uid Format String Remote C... &) 59 Ci\WebTest\Default.aspx.cs System.Web.U... 25
'<—‘J' "" ] (] G 1w http:/frevelation/acmehackme ban... uid HTML Comments Sensiti... &) 270 Ci\WebTest\Default. aspx.cs System.Web.U... 25
Ttems1-3of3 | Itemns per page- Go to page: of 1 O o u http: ffrevelation/acmehackme/ban... uid Inadequate Accountloc.. @ 35 C:\WebTest\Default.aspx.cs System.Web.l... 25
O & 4 http: frevelation/acmehackme /defa... uid Information Leakage an... @ 222 C:\WebTest\Default.aspx.cs System.Web.U... 25
n & 1 htp: ckme/ban... uid Information Leakage an... @) 222 Cr\WebTest\Default. asp: System.Web.U... 25 ~
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AppScan Enterprise — uHterpauna ¢ QRadar

= AppScan npepoctasnset gna Qradar gaHHble 0 HAMAEHHbIX yA3BUMOCTAX B B npunorkeHusx

= [1o3BOAAET Ny4lle 0OHAPYKMBATb U MPUOPUTU3UPOBATb MHUNAEHTbI MHPOPMALMOHHOM
6e30nacHOCTM, B TOM YNC/Ie NPOAKTUBHO paboTaThb C yA3BMMbIMM pecypcamm

= [No3BoAsET CO34aBaTb 60onee TOYHYHO OLUEHKY PUCKOB AJ/17 BCEro CNUCKa pecypcos B QRadar

SIEM

= No3Bonaet QRadar SIEM obHapyK1BaTb U NPUOPETU3INPOBATL Yrpo3bl b ¢ NOMOLLbIO
Koppensauum B peasibHOM BpeMeHu C pe3yabTatamu cpabatbiBaHuaA cuctem IPS/IDS

. —

32

= By -

¢ e

©)

© 2015 IBM Corporation



L
~ o EN
i1 IBM Security Systems

QRadar Vulnerability Manager + App Scan (DAST) = nonHoe BuaeHne ya3BnmMocTen

= CkaHep QVM:
= CKaHupoBaHME CETEBbLIX PeECypCcoB

= CkaHupoBaHue Beb pecypcoB 1 6a3 gaHHbIX 6e3
NornHa

= |IBM AppScan (DAST):

= [logpobHoe ckaHnpoBaHue BEO NPUNOXEHUN C
BO3MOXXHOCTbIO JIOrMHa

= becluoBHaga nHTerpaums 6asbl gaHHbIX ya3BumocTen IBM
AppScan B QVM

" YA3BMMOCTU, HangeHHble AppScan Ncnorb3yTcs HapaBHe

Cc HanageHHbIMM QVM BO BCcex oTYETax, Aawbopaax n npo4vmx

BO3MOXHOCTAX paboThl ¢ yaA3BMmocTaMn QRadar

= QVM no3BongdeT HaknaabliBaTb CETEBbIE MOTOKU, KOHTEKCThI
BGesonacHoOCTn 1 yrpo3 Ha YA3BMMOCTU, NOSy4YeHHble oT IBM
AppScan

33

=——| AppScan

M h Server
—— ; = \
= hd

AppScan Standard
(DAST desktop client)

& Iin

Enterprise

AppScan Enterprise
Web client

Ly

AppScan Enterprise Dynamic Analysis

Scanners (server-based DAST)

* YazeumMocmb npusoxeHus

4
Radar
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IT Operations, IT Security %‘

% IT Operations, IT Security

QRadar h“‘"‘m
SIEM - security data consolidation, @
assel risk assessment, security intelligence NS
. Guardium
SiteProtector System Database security scanning, real-time monitoring,
Correlation of IPS events with known application vulnerabilities for database virlual palches,
real-time monitoring and virtual patches correlation with application vulnarabilities
._..-"

—
—
—

3
o
S
AppScan Enterprise Server

Application vulnerabilities information exported to
SiteProtector and QRadar
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