LLindpoBaHuMe Ha cnyxKbe y
3noaees: DDoS-aTaku Ha
TLS-cepBuUchbI

Makcum benoeHKo
Qrator Labs

QRATOR
LABS



.QRATORL/-\BS

L2 - «3abuBaHue» KaHana: ICMP Flood, * Amp...

L3 - HapyweHune pyHKUMNOHMPOBAHUA CETEBOU

MHPPACTPYKTYpPbI
L4 - SKcnayaTtauma cnabbix mect TCP-gpamnsepa

L7 - Jerpagaumna Web-npunnoxkenumsa
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lNpuknagHblie ataku .QRATORLABS

e L7 -ataka tuna WordPress Pingback
e 7 Gbps ot 3500 60T0B.

SUCURI  ENGLISH  ESPANOL  PORTUG

More Than 162,000 WordPress Sites Used for
Distributed Denial of Service Attack

By Daniel Cid on March 10, 2014 . - 39 Comments

Distributed Denial of Service (DDoS) attacks are becoming a common trend on our blog lately, and that’s okay
because it's a very serious issue for every website owner. Today | want to talk about a large DDoS attack that
leveraged thousands of unsuspecting WordPress websites as indirect source amplification vectors.

Any WordPress site with pingback enabled (which is on by default) can be used in DDOS attacks
against other sites. Note that XMLRPC is used for pingbacks, trackbacks, remote access via mobile devices
and many other features you're likely very fond of. But, it can also be heavily misused like what we are seeing.



anKﬂaﬂ,Hble dTdKMU .QRATORLABS

YT106bI1 3aumTHNTLHCA B 2016 roay:

ApeHpa KaHanos Ucnonb3oBaHue
(ot 100 réuTt/c) NN «obnayHoro» peweHun
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L2 - «3abuBaHue» KaHana: ICMP Flood, * Amp...

L3 - HapyweHune pyHKUMNOHMPOBAHUA CETEBOU

MHPPACTPYKTYpPbI
L4 - SKcnayaTtauma cnabbix mect TCP-gpamnsepa

L5, L6 - SSL/TLS
L7 - Jerpagaumna Web-npunnoxkenumsa



3awmTta SSL: TpyaHOCTH .QRATORLABS
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SSL-tpadukK B mupe @ raTor 155

SSL traffic growth O  Sandvine GIRP projection —@— Coyote Point Projection

Data courtesy of Sandvine Global Internet Phenomena Report - 2H 2012
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PacKpblTune
RSA kntouen
LWNPpPOBaAHUS

Om

PacKpbiTune
CeccMOoHHbIX Knto4ven
(Keyless SSL)
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TpaHcnAauma noros
(6e3 pacKpbITUA KNtoyen)



3awmnTa ¢ packpbitnem RSA Kntoueu @ orAToR 2BS

€» nNpocToTa peanunsauunu

@ TpeboBaHuA ayamTa be3onacHoOCTH

@ TpeboBaHuA perynAaTopos

@ 3alLMTa nepc. AaHHbIX.

@ HEBO3MOXKHOCTb aHanu3a mirrored-tpaduka



PacKpbiTe ceCCUOHHDbIX Kntouen

(Keyless ssl) .QRATORLABS

€» BO3MOXHOCTb aHanM3a mirrored Tpaduka

@ TpeboBaHuMA ayguTa 6€30NacHOCTY

@ TpeboBaHMA perynaTopos: cepan 30Ha
@ 3aluTa nepc. A4aHHbIX.

@ C/NOXKHOCTb peanunsauum



PacKpbiTe CECCUMOHHDIX KoYeun
(Keyless ssl)
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TpaHcnauua noros B realtime @ craToR AES

€ BO3MOXKHOCTb aHanM3a mirrored TpaduKa
€» TpeboBaHuA ayauTa 6e30nacHOCTY

€» TpeboBaHunA perynatopos

€» 3almTa nepc. AaHHbIX.

@ C/IO}KHO B HacTpoike (TpebyeT ycTaHOBKM
cneundunyeckoro M0O)



TpaHcnauua noros B realtime @arator 6s
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