e radware

Every second counts

AHanNM3 akTyanbHbIX YrP0O3 BHELIHMX aTak Ha GUHAHCOBbIE CTPYKTYpPbI

Muxann CyKOHHMK

PykoBoauTtenb rpynnbl CHI u
Mpubantukm

Radware Ltd




** radware

Every second counts

N3MeHeHUsa B aTakKkaXx B koHLue 2015
roga

~—




“°%¢ Radware AMS

Radware Attack Mitigation System (AMS) 3awuwaer

e 7 13 14 KpynHenwmnx MMpoBbIX BUpPHK

e 12 U3 22 KpynHEeULWmnx MmnMpoBbix baHKOB

* KpynHeuwmne cTpaxoBble KOMMNAHUN

* 6 13 20 KPpYyNHENLLNX PETINIEPOB N UX NNATEKHbIE CUCTEMDI
e lecaTkn 6aHKOBCKMX N PUHAHCOBDLIX OpraHmn3auum B PO
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se° OCHOBHbIE MPUYMHBI aTaK

®* Poct duHaHCcoBO moTnBMpPOBaHHbIX aTak (2015 roa)
* [MoAnTnYeckn MoTMBMPOBAHHbIE aTakuM (pocT ¢ KoHua 2014 roaa)
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ve° MHOIrOBEKTOPHOCTb

* OgHoBpemeHHOe ncrnonb3oBaHue 4-10 BEKTOPOB aTaKu
* OpHoBpemeHHble DDoS ataku Ha 3-7 ypoBHe 1 @aTaku Ha yposHe WEB (QWASP 10)

B VolP 1% W Web (HTTP/HTTPS) B TCP- Other W UDP M ICMP

SMTP B DNS IPv6 1% M TCP-SYN Flood
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°**?  MHOroBeKTOpPHOCTb

Volumetric network flood attacks

Network scan

Intrusion

DAavt cnan

1 yoayHom ataku ocTaTovHO YTOObI 3abnokmMpoBaTb CeEPBUC

“Low & Slow” attacks

Application

Application Flood attacks

Application vulnerability, malware

SSL based attacks

Web attacks: XSS, Brute force
Web attacks: SQL Injection
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e a0 2 ProtonMail

»s’ ProtonMail

ProtonMail Attack Volume, Mitigated by Radware Network Application

60
UDP Flood DNS Reflection
50
TCP RST Flood NTP Reflection
TCP-SYN SSDP
TCP Out-of-State HTTP/S SYN Flood
SYN-ACK
ICMP
@A Help Net Security ProtonMail
We want to give our thanks to @ip_max and @radware, without their support

secummy ProtonMail restores services after epic DDoS attacks - bit. ly/1WKzcEN
W - @ ProtonMail @radware @CarlHerberger

nail.com/blog/protonma

we would not be online today. protont
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se° YIpO3a OT HebOosbLLUNX aTaK

®* Mo gaHHbiM LleHTpa KacnepcKoro ycnewHasa ataka Ha 5 KpynHbix 6aHKoB (KoHel,

2014) nmena mouHocTb 20 Méc (!)
®* Ataka Anonymous Ha puHaHcoBble CTPYKTYpbl 8-9.02.16 ncnonbsosana LOIC, HOIC,

XOIC — meaneHHble aTaku
® Atakum nopa SSL
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»s" ABTOMATM3aAUUNA aTaK

* MI3meHeHne BEKTOPOB aTak B KarKable HECKO/IbKO MUHYT !
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ABTOMATM3aLUNA aTaK
T T o Sy T r———

network flood IPv4
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monlist 01/31/2016 00:32:35 DOSS-SSDP-reflected 01/31/2016 00:33:26  network flood IPv4 UDP 01/31/2016 00:42:41
DOSS-NTP-reflected- DOSS-DNS-Ref-L4-Above-

monlist 01/31/2016 00:32:46 DOSS-NTP-reflected-monlist  01/31/2016 00:35:00 3000 01/31/2016 01:43:33
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monlist 01/31/2016 00:33:36 network flood IPv4 ICMP 01/31/2016 00:23:25 network flood IPv4 ICMP 01/31/2016 01:43:33
DOSS-DNS-Ref-L4-
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network flood IPv4 UDP

01/31/2016 00:30:31
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»o" |IPpU3HAK aTaKyoLEro

* IP appec Bce yalle HEBO3MOXHO MCMNOb30BaTh (MM — ero HegoCTaTOYHO) ANA
6/I0KMPOBKK aTaKuU
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se° BbIBOAbl- MUHUMAJIbHbIE Tpe6OBaHVIFI K OTPa>XEHUIO

* Cuctema gonxkHa obecneymBaTb paboTy NETMTUMHbIX NO/Ib30BATE/IEN MOA aTaKkomn !

* Cuctema AoN*KHa OTpa)KaTb BCe aTaku !

* Cuctema aonKHa 610OKMPOoBaTb aTaku Ha NpuaoxKeHus 6e3 yuiepba NermTMMmHbIM
KAMEeHTaMm, BKAYaA aTaku noa SSL

* Cnctema gonKHa paboTtatb aBTOMaATUYECKU — 6€3 pyYHbIX HACTPOEK N0, aTaKOW

* [lonHoe peweHne moxet BkatoYaTtb CPE 1 ycnyry ana 3aWmTtbl OT MOLLHbIX CETEBbIX

nynos
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»o° AMS — MHOroypoBHeBas 3alluTa

2 o
‘. odmdherddeubpos DoS protection Behavioral #qalysis On-Pramise SSL protection
3

3a,£|,aqa — aBTOMaTM4YeCKu obecneumnTtb AOCTYNHOCTb Nefr’mMTUMHbIX KTUEHTOB NoA, aTaKoM Ha OCHOBE
nOBe,EI,EH‘-IeCKOI'O dHa/1n3a NETUTUMHDBIX KJIMEHTOB HA PA3/IMYHbIX YPOBHAX

Every second counts




PeanbHas aTaka Ha PUH. CTPYKTYpY —

September — CPE — NTP reflection + HTTP

Traffic Metric
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== Port1-TOTAL traffic received 132Mbps 1963 Mbps 709 Mbps  83.5 Mbps
Port 1 - TOTAL traffic droped Obps 1888Mbps 140Mbps 414 Kbps
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