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CMC - «30n0TOM» CTaHOAPT
DUKaLUN.

OBYX(MAKTOPHOM ayTEHTUC
AKTyanbHble Npobnembl

IOHycoB Tumyp

Positive Technologies

Crapwui 3kcnepr,
PYKOBOAUTENDb OTAENa 6e30MacHOCTU BAHKOBCKMX CUCTEM



KTO

O Hac:

— [lecsaTku ayanToB 1 paboT No aHaNn3y
3aLLUNLLEHHOCTM BAHKOBCKMX NPOAYKTOB €XeroaHo

—[locTosiHHOE XenaHue YBENTNYNBATb CBOIO
KOMNETeEHUUIO

— ExxerogHaa cTaTMcTuka

060 MHe:

—HE 6noHamHKa

—[loutn 6 net B Application Security

— 2 roga aHanu3a 3aWwmneHHOCTU DaHKOBCKUX

MPUNOXEeHUN




R,
[louemy

—I[loTepu oT MoLWEHHMYECTBa B BaHKax pacTyT
exxerogHo (26% B 2015r)

e ATaKM Ha nNonb3oBaTeneun
e ATakn Ha baHKU

~OSITIVE TECHNOLOGIES



R,
[louemy

—[loTepu OT MoLWIEeHHMYeCcTBa B BaHKax pacTyT
exxerogHo (26% B 2015r)
* ATaku Ha nosb3oBaTenemn
* ATakn Ha BaHKM

* ATaku Ha nonb3oBaTeneu yepes npobnemol
0aHKOB

~OSITIVE TECHNOLOGIES



o _______________________________________
[ByX(aKTOpHAa ayTeHTUDOUKaLUS

3Hat (naponb), obnapato (yCTpomcTBO):

—OpnHopas3osblie naponu (CMC, reHepaTopsl
OTP, uekn)

—Kpuntonoanucb onepaummn (TOKEHbI,
KNMEHTCKUE cepTudmrKaThbl)

—QOcTranbHoe (ronocoBas ayTeHTUpUKaLUS,
KO4OBOEe C/I0BO U T.4.)
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[ByX(aKTOpHAa ayTeHTUDOUKaLUS

|
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[ByX(aKTOpHAa ayTeHTUDOUKaLUS

T

e
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MoOUNbHbIN OAHK?

B
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TpeboBaHUA K 0AHOPA30BOMY NApPOJItO

— 5 NONbITKM Ha NMapoJsib
—BpemeHHoe 6noknpoBaHue
—InnHa - Toxke mMepal
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IR,
[A B 6aHKOBCKUX NPOAYKTAX OS5 DPU3NNLL

—OpaHopasoBbie naponu B CMC
* Bxopg B cucremy
 KpUTUYHbIE onepauunmn

* DnHaHCoBbIE OnepaLmu
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YTO MOXXeT NOUTU He TaK?

could
Possibly go
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[Tpobnembl

—[1pobnembl Ha cTopoHe BaHKa
—[1pobnemsbl Ha YyCTPOMUCTBE

—[1pobnembl B KaHane
—IlpobnemMbl Ha CTOPOHe KNMeHTa B baHKe

~OSITIVE TECHNOLOGIES



IR,
[lpobnemMbl Ha cTopoHe H6aHKa

—bu3Hec-normnka / Jloruka?
—ATtakun Ha TICY
—[lpyrue metonbl
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busHec-nornka

—[1pumep 1
# CMC Ha exog | CMC ma exon
- CMC Ha onepamHo # CMC ma onepamm
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T
busHec-nornka

—[1pumep 2

¥ HenmoapzoBaTh 0OHOPAZOBRIE TAPOTH
CoxpaHuTE

| HMcnmoaszoBaTh 0OHOPAZ0OBEIS TIAPOITH
| C oXpaHnuTL |
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busHec-normka

—[1pnmep 3

POST /templates/ HTTP/1.1
Host: mobilehost

fields object={
‘account " :"34909312’,
‘amount” :"150.00’,
"debitid" :"2476178"
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T
busHec-nornka

—[1pumep 5

fields object={
‘account " :"34909312’,
‘amount” :"150.00;
‘debitid" :"2476178"

/
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busHec-normka

—[lpnmep 4

POST /activate/ HTTP/1.1
Host: mobilehost

otp_code=27291&transaction_id=********
otp code=27291&transaction ig=>****%**

otp_code=27291&transaction_id=********
otp_code=27291&transaction_ig=********

~OSITIVE TECHNOLOGIES



T
busHec-normka

—[1pnmep 5

POST /activate/ HTTP/1.1
Host: mobilehost

otp code=27291

POST /activate/ HTTP/1.1
Host: mobilehost

transaction_jg=********

transaction_jg=******x*

transaction_jg=********

transaction _jg=**%****x
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T
busHec-normka

—[lpumep 6

POST sactivate/ HTTP/1.1
Cookie: {EMPTY}
Host: otherhost.bankhost

otp code=2/291

HTTP/1.0 301 Moved Permanently
Location: https.//bankhost/auth/?login=ivanov

~OSITIVE TECHNOLOGIES



T
busHec-normka

—[lpumep 7
* 3 MOnNbITKM HA NAPO/ib

+ BoeMeHHOoe BAOKMPOBaHKE

12345;12346; 12547
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R R,
[T1CY

—Java: Java.util.Random(), Math.random(),
java.security.SecureRandomy();

—Windows: LCG
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[pyrne metonbl

—SQLi
—XXE/SSRF
« XXE+Weblogic admin
—Remote Code Injection/Execution
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T
[lpobneMbl Ha CTOpOHE K/IMEeHTa B BaHKe

—ATaKKU Ha KNIMEHTOB:
* Clickjacking/Ul redress
— X-Frame-Options (27%-33%)
* XSS (56%)
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(bec)llonesHble cMc

Dlya perevoda s karti na
kartu na summu 0.10
RUB vash odnorazoviy
parol:104659. Ne

soobshayte etot parol 10:30 26.06.14
nikomu,v tom chisle Vash odnorazovyj parol
sotrudnikam bankov. dlja sovershenija operacii

Vv Internet: 182365

Baw kopg 6573. He

coobLanTe HUKOMY, 27 Jun 2014 13:56
BK/1lOYada COTpyagHUKa

baHka
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o ___________________________________________
[TpobnemMbl B KaHane

—WHTEepHeT
« 3aronoBok HSTS (36%-38%)

—2G/3G/LTE
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IR,
Mo6UNbHBIN UHTEPHET

—[lepexBat pagnocurHana+Kraken
—FakeBTS
—KnoHunpoBanune SIM

—I[lepesbinyck SIM
—ATaku Ha SS7 http://bit.ly/ImHgZ9]
—Hepocratkn CMC/USSD

~OSITIVE TECHNOLOGIES


http://bit.ly/1mHgZ9j
http://bit.ly/1mHgZ9j

-
http://bit.ly/10IvMJ9
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KonuyecTso MOBMALHLIX BAHKOBCKMX TPOAHLEE B kKonnekyMM «/labopatopumn Kacnepckoro»
(Q4 2014 - Q3 2015)
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http://bit.ly/1QIvMJ9
http://bit.ly/1QIvMJ9
http://bit.ly/1QIvMJ9

IR,
[IpobnemMbl Ha YyCTPOMUCTBE

—baHkoBCKass MOOUNbHAga ManBapb
* 05/2015=47"02/2015
—Jailbreak detection
—HepocTtaTku MOBUNBHBIX MPUNOXEHNN
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IR,
[IpobnemMbl Ha YyCTPOMUCTBE

—baHkoBCKass MOOUNbHAga ManBapb
* Q5/2015=470Q2/2015
lailbreak d .
—HepocTtaTku MOBUNBHBIX MPUNOXEHNN
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IR,
[IpobneMbl Ha YyCTPOUCTBE

—[1pumep 1
 BroadcastReceiver
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IR,
[IpobneMbl Ha YyCTPOUCTBE

—[1pumep 2
* SIM Applications spoofing/intercepting
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T
Cratuctmka 2015

—27% NpOEeKTOB He coaepKasin YyI3BMMOCTEN

—36% copepxanun XSS, KoTopblie NoMoranm
3/10YMbILLIEHHUKAM B (PULLUMHIOBbLIX aTaKax U
obxoge MmexaHusmos [ A

—54% npoeKkToB HEKOPPEKTHO peasnin30BbIBANM
MexaHu3Mbl [JA, YTO NO3BOAAIO UX 0OXOANTD
TeM UIN UHbIM CNOCODOOM.
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T
PeweHuns

—B3anMopencreme c onepatopamu
o |[MS]

—KoppeKkTHag peann3aums anroputma Ha
cepBepe U MOOUIbHOM KJIMEHTE

—3awmTa nepuMeTpa
—(O6yyeHne KNMeHTOB U COTPYAHMKOB
—AHTU®pOA
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PeweHuns
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Cnacunbo!

Bonpochl?

(@abbat
https://uk.linkedin.com/in/tyunusov

tyunusov(@ptsecurity.com
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