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O6ecneuyeHune 6€30NaCHOCTU YCTPOMUCTB
«Internet of Things»
KomnneKcHasa 3awmTa naaTteXHbiX CepBUCOB OT
TEPMUHANOB A0 LEeHTPOB 06paboTKu AaHHbIX
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NMouemy cTouT poBepAaTb Symantec?

3almnTa pa3Hoobpa3HbIX YCTPOMCTB, UMEIOLWMX BbIXOA, B UHTEPHET, B TOM YUC/E
6aHKOMATOB U NAATEKHbIX TEPMUHANOB.
3awuuiaem 6onee ogHoro munnmappga ycrpoucrs loT (aBryct 2015)

A

Wincor Nixdorf (KapaH O6epoi, rnobanbHbli NPOAYKT-MEHeaKep
nporpammHoe obecneyeHne 6e30MaCHOCTU): K/KOYEBbIE TEXHO/IOMUA
6e3onacHocT Symantec B codetaHum ¢ onbitom Wincor Nixdorf co3panm
pelieHne, KOTOpoe npeanaraer aydlwive B CBOEM Khnacce 3awuTty OT
NPOrpPaMMHbIX aTaK Ha BaHKoMaTbl.

Texas Instruments (Tl) un Peitep, AuMpeKTop MO CTpaTernyeckomy
MapKeTuHry loT: yTobbl nNomoub KaneHTam obecneyntb 6e3onacHble
obnayHble KOMMYHMKaumu, Tl BCcTpamBaeT cepTudPukat Symantec, B
yctponcTtea UTH ana undppoBon nognmucu n ayteHTMGUKaumm obHOBAEHU
nporpammyoro obecneyeHus."
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loT: ApxuteKTtypa pUCKa

Jllobon asnemeHT B apxutektype |oT MmMoOXKeT CayKutb
NOTEHUWANbHOW Yrpo3on - OT MNPUMMUTUBHbLIX  YCTPOWUCTB

cobuparowmx MHGopmaunto, A0 CEPBEPOB Ha KOTOPbIX OHA
obpabaTtbiBaeTcA.
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Internet of Things and Privacy

Kakablit U3 yeTbipex yenosek He 3HaeT (He

@
1 In 4 NOMHMT, HE NMOHMMAET) KaKue A0CTynbl OH

npeaocrasnaet CBOMM nNpuUNoKeHnAM.

o [oTOBbl NOXepTBOBaTb  NEepPCOHA/IbHbIMMU
68/) AAHHbIMM, €CAM  npunoXeHune  byaer

MHchopmMaULMOHHaAaS

6ecnnaTHbIM

besonacHocTb ¢GuUHaHCOBOW C dSdukte: 2015 Norton Global Survey
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SECURITY RESPONSE

- ‘. r'
A SPECIAL REPORT ON

Attacks on point-of-sales systems

({3 Cybercrime gangs organize sophisticated operations to steal
vast amounts of card data before selling it in underground
marketplaces.
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PLOUTUS Ma 2014

HMITHDRAW CASH FROM ATHM USING
A PHONE... HOW DO THEY DO IT?

INSTALL
PLOUTUS TROJAN
AND PHONE
INSIDE ATHM

COLLECT THE
CASH

gsymantec._ @threatintel | www.symantec.com

e e . ma ~ h t o yWindows"Open Service Architecture!
(WOSA&Xtensmnsﬁor Financial Services (XFS) 1

MHcdbopmMaumMmoHHaAas 6e3o0onacHOCTbL @MUHAHCOBONW C depbl |




Trojan.Nitovel May 25, 2015 k)\
\l/

MopBepxeHbl: Windows 2000, Windows 7, Windows 95,
Windows 98, Windows Me, Windows NT, Windows Server
2003, Windows Server 2008, Windows Vista, Windows XP.
(144,384 bytes)

[Mocne 3anycka Konupyet ceba ¢ nomouwibto Alternate
Data Streams (ADS)

C nomouwbto ADS co3gaeT CKpUNTUK

Co3aaeT B aBTO3aMnyCKe CCbIIKY Ha AaHHbIW CKpUNT

CKaHMpyeT NamATb YCTPOMCTBA HA Ha/MyMe NJaTEeXHbIX

NaHHbIX KapT W OTnpasBAsieT UX BbirogonpuobpertaTtento
:0))
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ATM Security Ko H TP MeDp bl

HARDENING ABTOpPM3OBaHHbIN AyTeHTM¢PKauMﬂ AyTEHTMd)MKaLI,lﬁFI
Koa n 6e3onacHbiu YCTPOMUCTB nonb3osBartenei
3anycK
Sandboxing,
KOHTZPO

He poBepsMBaB HUTH
NOBEMEr ysepeHHO yeusBecTHOMHDMMY

NPMUHLULW 3anyckKkae€ pepudepmre goc ma
MUHUMY I K One

NPUBMWUIANE
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MHOroyposssuweBadbe3 cuUrHatTyp

Ana npepgoTBpalWeHmnsa Hazepdap e HHbBX a

OB

CETb HARDENING MOBEAEHMWI MAMATDb MHTETPAL

MoHUTOpPMN

FIREWALH MoNwuTMUHK SANDBOXIN$ Monwmtunik P
PpexXunme

SAWLNTA | ynpasBnelH WHITELISTING KOHTPOA peanbHqr

CUNCTeMO

BTOPXEH|A NnPWUNOXeH namsaTWu BpeMeHp

OnpeneneHune NpumeHeHune OrpaHMuYyuTb 3awnuwaert [TOCTOSAHHBI

CeTeBoro MUHUMYMa MCNONHEHNE BPEeAJOHOCH MOHUTOPMWUH

coefMHeHuA MPUBUAETNI U nporpamMmm T Kopga ycTaHOBOK

NPUAOXKEHUA 6NOKMPOBKa Heob6XoOAMWMbBIBHeApPEHHO U peecTpa

3anyLeHHoro Ha BHELLHUNX DY HK LU A MU McnonHeHH

ycTpolictee UHTepdeicos namsaTu
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MHchopmMaULMOHHaAaS

AyTeHTUPUKaLMA NoNb30oBaTe/Iei HOBOro NOKo/eHUs

AOMOMNHMWTEeJlb HBbBIE
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Mpumewe TOHMNPOBAHHOW 3 alWUT bl
QuUenNnoHMpoBaHHaA4d 3awWMnTIHYMantaca N puUuMepEe
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Embedded Security: Validation and ID Data Center SSL Certificates
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Security
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Managed PKI

MHcdbopmMaumMmoHHaAas 6e3o0onacHOCTbL @MUHAHCOBONW C depbl




v Symantec.

Cnacubo!

[fTleTp Cepr ees
Peter_Sergeyev@symantec.com

Copyright © 2016 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its
affiliates in the U.S. and other countries. Other names may be trademarks of their respective owners.

This document is provided for informational purposes only and is not intended as advertising. All warranties relating to the information in this document, either express or
implied, are disclaimed to the maximum extent allowed by law. The information in this document is subject to change without notice.




